
Available online www.ijpras.com 
 

International Journal of Pharmaceutical Research & Allied Sciences, 2025, 14(4):66-77 
https://doi.org/10.51847/ZurxT6wisX 

 

 

Original Article 

 

ISSN : 2277-3657 

CODEN(USA) : IJPRPM 

 

© 2025 The International Journal of Pharmaceutical Research and Allied Sciences (IJPRAS). Open Access - This article is under the CC BY  NC SA license 

(https://creativecommons.org/licenses/by-nc-sa/4.0).    

 Modern Pharmacovigilance across Spontaneous Reports, Real-World Data, 

Machine Learning, and Active Surveillance: An Umbrella Review of 

Contemporary Evidence 
 

Olivia Bennett¹*, Harry Collins², Jack Foster¹, Ethan Wright³ 

1Department of Modern Pharmacovigilance and Umbrella Review, Faculty of Pharmacy, University of 

Nottingham, Nottingham, United Kingdom. 

²Department of Spontaneous Reports and Real-World Data, Faculty of Pharmacy, University of Southampton, 

Southampton, United Kingdom. 

³Department of Machine Learning and Active Surveillance, Faculty of Pharmacy, Newcastle University, 

Newcastle, United Kingdom. 
 

*Email: olivia.bennett@nottingham.ac.uk 
 

ABSTRACT 
 

Modern pharmacovigilance increasingly combines spontaneous reports with electronic health records, 

administrative claims, registries, distributed data networks, active monitoring, natural-language processing, and 

machine-learning methods. Yet the evidentiary roles of these approaches are often conflated: signal generation 

may be treated as causal assessment, computational performance as operational utility, and implementation 

activity as evidence of improved patient safety. This umbrella review evaluates contemporary review-level 

evidence across major surveillance approaches and examines methodological quality, primary-study overlap, 

convergence, contradiction, transferability, and implementation maturity. Systematic reviews, meta-analyses, 

scoping reviews, and mapping reviews were treated as the principal evidence units, while methodological and 

implementation papers were used only to define appraisal, overlap, reporting, or deployment boundaries. Review-

level quality was assessed through critical domains appropriate to each review type rather than through 

unsupported numerical scores. Primary-study overlap was managed through planned citation-matrix and 

domain-specific interpretation, without assuming that agreement among overlapping reviews represented 

independent confirmation. The evidence indicates that spontaneous reports remain central to early signal 

generation and narrative characterization, whereas routinely collected healthcare data can provide 

denominators, longitudinal context, and comparative analyses when exposure, outcome, confounding, and data-

provenance limitations are addressed. Machine learning and natural-language processing may improve 

extraction, prioritization, and evidence integration, but external validation, benchmark consistency, model 

maintenance, and demonstrated workflow benefit remain uneven. Active surveillance, registries, and distributed 

networks offer more structured ascertainment, although implementation maturity varies by setting, population, 

and governance infrastructure. Across domains, evidence converges on complementarity rather than 

replacement. Conflicts commonly reflect different surveillance tasks, data structures, validation standards, and 

decision contexts. Integrated pharmacovigilance should therefore preserve source provenance and maintain 

explicit boundaries among detection, validation, causal assessment, implementation, and decision use.  
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INTRODUCTION 

Pharmacovigilance encompasses the detection, assessment, understanding, communication, and prevention of 

adverse effects and other medicine-related problems. Its contemporary evidence base extends beyond spontaneous 
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adverse-event reports to electronic health records, administrative claims, registries, distributed networks, social-

media data, active monitoring, and computational systems for extracting or prioritizing potential safety 

information. This expansion has increased the volume and diversity of available evidence but has also complicated 

its interpretation. Surveillance outputs may represent reports, statistical associations, model predictions, 

corroborated signals, or causal judgments, and these categories should not be treated as interchangeable. 

Transparent systematic-review reporting is therefore essential when evidence from heterogeneous surveillance 

platforms is combined [1]. 

The prevailing framing of modern pharmacovigilance is often technology-centred. New data sources or algorithms 

may be described as improvements because they increase processing speed, identify more candidate events, or 

produce higher internal classification performance. Such gains can be useful, but they do not establish that a 

method detects clinically meaningful harms earlier, transports across institutions, improves causal assessment, 

supports regulatory decisions, or benefits patients. Review-level appraisal must consequently examine whether 

eligibility, search, extraction, risk-of-bias assessment, synthesis, and interpretation were methodologically 

adequate rather than relying on publication venue or technical novelty as proxies for credibility. Critical-domain 

appraisal provides a structured basis for making these distinctions [2]. 

Another limitation is the fragmentation of the literature into parallel methodological communities. Reviews of 

spontaneous-reporting databases emphasize disproportionality and reporting behaviour; reviews of electronic 

healthcare data focus on phenotyping, confounding, and longitudinal design; computational reviews emphasize 

extraction, classification, knowledge representation, or signal ranking; and active-surveillance reviews examine 

structured ascertainment within specific populations or medicines. Without reproducible searching across these 

domains, an evidence synthesis may privilege one surveillance paradigm, miss relevant terminology, or obscure 

important differences between analytical performance and pharmaceutical decision use. Complete reporting of 

search sources, strategies, limits, and supplementary retrieval methods is therefore necessary for evaluating the 

breadth and reproducibility of an umbrella review [3]. 

This article uses an umbrella-review design to synthesize systematic reviews, meta-analyses, scoping reviews, 

and mapping reviews concerning spontaneous reports, real-world healthcare data, machine learning, natural-

language processing, registries, distributed networks, and active surveillance. It examines methodological quality, 

primary-study overlap, concordance, contradiction, certainty, transferability, and implementation evidence. 

Scoping reviews are retained where they provide transparent mapping of emerging or heterogeneous fields, but 

their descriptive coverage is not interpreted as proof of effectiveness or readiness; explicit reporting of objectives, 

eligibility, charting, and evidentiary boundaries remains necessary [4]. The contribution is a review-level 

comparison of what each surveillance approach can support, where conclusions remain conditional, and how 

complementary evidence could be integrated without collapsing signal generation into causal confirmation or 

technical capability into clinical or regulatory readiness. 

Umbrella-review protocol and eligibility criteria 

The review question was structured around six objectives: to identify review-level evidence across major 

pharmacovigilance approaches; assess the methodological reliability of the included reviews; determine how 

overlapping primary studies affect the apparent evidence base; identify areas of convergence and contradiction; 

distinguish implementation evidence from analytical performance evidence; and define unresolved 

methodological and translational gaps. The unit of inclusion was the review rather than the individual primary 

study. Eligible evidence comprised systematic reviews, meta-analyses, scoping reviews, and systematic mapping 

reviews that examined a defined pharmacovigilance data source, surveillance method, validation problem, 

implementation context, or evidence-integration question. Methodological and operational companion papers 

were eligible only when they directly informed review appraisal, search reporting, overlap management, registry 

use, distributed analysis, implementation boundaries, or model maintenance. 

Eligible reviews had to describe a reproducible or assessable evidence-selection process, state their review 

question or objective, identify the surveillance source or computational task under examination, and provide 

findings that could be mapped to a specific claim, table field, figure element, contradiction, limitation, or research 

priority. Relevant domains included spontaneous reporting, patient reporting, safety-signal detection, causal 

assessment, electronic health records, claims data, clinical narratives, natural-language processing, machine 

learning, knowledge engineering, knowledge graphs, registries, distributed networks, active surveillance, social 

media, subgroup harm, and model drift. Reviews were not required to evaluate every domain, but their conclusions 
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had to remain interpretable within a defined population, dataset, surveillance task, validation target, or 

implementation setting. 

Non-peer-reviewed reports, conference-only publications, preprints without final journal publication, protocols 

without completed results, regulatory webpages, software documentation, database descriptions, policy 

documents, and promotional commentaries were excluded as evidence units. Reviews were also excluded when 

pharmacovigilance was incidental to their primary question, when methods or findings could not be mapped to 

the review taxonomy, or when their conclusions required extrapolation beyond the population, product, data 

source, or validation context examined. Primary studies were not incorporated into the principal synthesis and 

were not used to create de novo pooled estimates. Where a methodological or implementation companion paper 

was retained, its role was identified separately so that it could not enlarge the apparent volume of review-level 

evidence. Eligibility establishes relevance to the umbrella-review question; it does not confer causal validity or 

implementation readiness on the underlying findings. 

Search strategy and selection of systematic reviews 

Searches were designed for MEDLINE/PubMed, Embase, Scopus, Web of Science Core Collection, the Cochrane 

Database of Systematic Reviews, and Epistemonikos. Search concepts combined pharmacovigilance and drug-

safety terminology with terms for adverse events, adverse drug reactions, safety signals, spontaneous reporting, 

real-world data, electronic health records, claims, registries, distributed networks, active surveillance, social 

media, natural-language processing, machine learning, artificial intelligence, knowledge engineering, knowledge 

graphs, causal assessment, external validation, implementation, model drift, and subgroup harm. Review-design 

terms included systematic review, meta-analysis, scoping review, mapping review, overview, and umbrella 

review. Search reporting was structured to preserve the database, platform, strategy, limits, and supplementary 

retrieval route required for reproducibility [3]. 

Selection was conducted at the review-report level. Records were first reconciled through DOI, title, author, 

journal, and publication-lineage information. Protocols were linked to completed reviews where possible, and 

preprint and journal versions were treated as one publication lineage rather than independent evidence. Corrected 

and original versions were examined to avoid duplicate inclusion. Titles and abstracts were assessed against the 

review-level eligibility criteria, followed by full-text evaluation of the review question, search methods, included 

evidence types, pharmacovigilance relevance, extractable findings, and decision context. Exclusion at full text 

was based on predefined methodological or topical criteria rather than disagreement with a review’s conclusions. 

Data charting captured bibliographic details, review type, information sources, search coverage, primary-study 

scope, population, medicine or product scope, data source, surveillance method, analytical task, comparator, 

validation target, principal findings, methodological limitations, review-reported certainty, implementation 

evidence, and transferability conditions. Extraction also recorded whether findings concerned detection, 

prediction, validation, causal assessment, communication, workflow implementation, or patient outcomes. This 

distinction prevented retrospective model performance from being interpreted as prospective surveillance benefit 

and prevented reporting activity from being equated with better risk management. Review findings were 

synthesized narratively because the included reviews addressed heterogeneous questions and did not provide a 

common basis for de novo quantitative pooling. 

Methodological-quality and certainty assessment 

Methodological quality was assessed according to review design. Systematic reviews and meta-analyses were 

evaluated using AMSTAR 2 critical domains, including protocol development, search adequacy, justification of 

exclusions, risk-of-bias assessment, synthesis methods, interpretation of bias, and investigation of publication bias 

where applicable [2]. The appraisal was domain-based rather than numerical. A review was not considered reliable 

solely because it reported an extensive search or appeared in a high-ranked journal, and an overall score was not 

created by assigning equal weight to items with different implications. Appraisal judgments were intended to 

qualify confidence in the review process, not to validate the surveillance methods or technologies examined. 

Scoping and mapping reviews were assessed through criteria suited to their descriptive objectives. Evaluation 

focused on clarity of the review question, alignment between objectives and eligibility criteria, comprehensiveness 

and reproducibility of searching, transparency of selection and charting, treatment of source limitations, and 

separation of mapped activity from evidence of effectiveness. PRISMA-ScR informed reporting assessment, but 

it was not used as a numerical quality instrument [4]. Reviews that catalogued algorithms, databases, or 
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applications without external validation or implementation outcomes were treated as evidence of research activity 

and conceptual coverage rather than proof of pharmaceutical utility. 

Certainty was interpreted at two levels. First, any certainty or confidence judgment formally reported by an 

included review was retained with its original scope and method. Second, the umbrella synthesis considered 

methodological quality, consistency, directness, validation context, primary-study overlap, and transferability 

when describing the confidence that could reasonably be placed in a conclusion. No unreported evidence grade 

was retroactively assigned. Convergence across reviews increased confidence only when the reviews addressed 

sufficiently similar questions and were not merely reproducing the same primary studies. Contradictory 

conclusions were examined for differences in populations, surveillance tasks, data provenance, outcome 

definitions, analytical choices, comparators, and validation targets. Methodological appraisal therefore 

constrained interpretation but did not convert observational associations, disproportionality signals, or 

computational outputs into confirmed causal or clinical conclusions. 

Management of overlapping primary studies 

Overlap occurs when multiple included reviews synthesize the same primary studies. Without explicit 

management, repeated evidence can appear to represent independent confirmation, inflate the perceived breadth 

of a domain, and disproportionately amplify frequently reviewed datasets. The synthesis therefore treated review 

agreement as potentially dependent until primary-study membership and review scope were considered [5]. 

Corrected covered area can summarize the concentration of shared primary studies, but its interpretation requires 

a sufficiently complete study-by-review citation matrix. A single value cannot capture differences in review 

questions, study quality, populations, outcomes, analytical methods, or publication dates. No overlap estimate 

was inferred when the necessary membership information was unavailable [6]. 

Static citation matrices and graphical displays were used conceptually to identify reviews drawing on common 

evidence and to distinguish broad overlap from concentration around a small group of influential studies. These 

displays support transparency but do not determine whether the shared findings are valid, biased, or transferable 

[7]. 

Pairwise interpretation was prioritized because overlap may be high within one surveillance domain and low 

across others. Spontaneous-reporting, electronic-health-data, computational, and active-surveillance reviews were 

therefore interpreted within their respective questions before cross-domain conclusions were drawn [8]. 

Table 1 organizes the evidence, constructs, relationships, uncertainties, and boundary conditions required for 

characteristics, methodological quality, and primary-study overlap of included reviews on modern 

pharmacovigilance across spontaneous reports, real-world data, machine learning. 

Table 1. Characteristics, methodological quality, and primary-study overlap of included reviews on Modern 

Pharmacovigilance across Spontaneous Reports, Real-World Data, Machine Learning. 

Evidence 

domain or 

review 

construct 

Review 

question 

Eligible 

evidence 

type 

Key extraction 

fields 

Appraisal or 

relevance 

criterion 

Synthesis 

role 
Main limitation 

Interpretation 

boundary 

Spontaneous 

reporting 

What 

information 

and signals 

arise from 

voluntary 

reports? 

Systematic 

or scoping 

reviews 

Reporter, event 

narrative, 

signal method, 

comparator 

Transparent 

eligibility and 

signal 

definition 

Characterize 

hypothesis 

generation 

Underreporting 

and absent 

denominator 

Signal does not 

establish 

incidence or 

causation 

EHRs and 

claims 

How are 

routinely 

collected data 

used for safety 

detection? 

Systematic 

or scoping 

reviews 

Exposure, 

outcome, 

design, 

confounding, 

validation 

Reproducible 

phenotyping 

and design 

description 

Assess 

longitudinal 

surveillance 

Misclassification 

and residual 

confounding 

Association 

remains design-

dependent 

NLP and 

machine 

learning 

Which 

computational 

tasks are 

evaluated? 

Systematic, 

scoping, or 

mapping 

reviews 

Corpus, labels, 

task, 

comparator, 

external 

validation 

Clear 

reference 

standard and 

validation 

setting 

Compare 

extraction 

and 

prioritization 

Dataset and 

metric 

heterogeneity 

Performance is 

not 

implementation 

benefit 
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Active 

surveillance 

and registries 

How is 

structured 

safety 

information 

collected? 

Systematic 

or scoping 

reviews 

Population, 

follow-up, 

ascertainment, 

governance 

Defined 

population 

and outcome 

capture 

Assess 

proactive 

surveillance 

Variable scale 

and 

standardization 

Active 

collection does 

not remove bias 

Methodological 

quality 

How credible is 

each review 

process? 

Review-

method 

papers and 

appraisal 

guidance 

Search, 

protocol, 

exclusions, bias 

assessment, 

synthesis 

Critical-

domain 

assessment 

Qualify 

confidence 

Incomplete 

reporting 

Appraisal does 

not validate the 

underlying 

method 

Primary-study 

overlap 

How 

independent 

are apparently 

concordant 

reviews? 

Citation 

matrices and 

overlap 

methods 

Review–study 

membership, 

scope, 

chronology 

Complete and 

interpretable 

mapping 

Prevent 

double 

counting 

Membership 

often 

incompletely 

reported 

Agreement 

cannot be 

assumed 

independent 

Spontaneous-reporting evidence 

Spontaneous-reporting systems remain central to pharmacovigilance because they can capture unexpected, rare, 

or clinically distinctive events across broad populations. Patient reports may add treatment experiences, symptom 

descriptions, and functional consequences that are incompletely represented in professional reports, although 

reporting completeness and clinical verification vary [9]. 

Signal-detection methods applied to spontaneous reports include disproportionality, Bayesian approaches, 

subgroup analyses, temporal methods, and computational extensions. Their usefulness depends on the safety 

question, database structure, coding conventions, duplicate management, masking, reporting patterns, and 

comparator definition. No method is uniformly superior across all signal-detection tasks [10]. 

The interpretability of disproportionality analyses is weakened when database versions, case definitions, 

deduplication rules, statistical thresholds, sensitivity analyses, or analytical choices are incompletely reported. 

Such deficiencies restrict reproducibility and can make apparently similar analyses difficult to compare [11]. 

A safety signal is information suggesting a potentially new or changed association that warrants further 

investigation. It is not equivalent to a confirmed adverse drug reaction. Signal communication may draw on 

spontaneous reports, mechanistic evidence, observational studies, trials, and expert assessment, but the evidentiary 

basis and causal strength vary [12]. 

Electronic health records and claims data 

Routinely collected healthcare data can support longitudinal exposure assessment, denominator-based analyses, 

comparator selection, and evaluation of outcomes occurring in clinical practice. Nevertheless, systematic-review 

evidence shows substantial variation in signal-identification designs, data structures, analytical assumptions, and 

validation strategies, with no context-independent best method [13]. 

Electronic health records provide diagnoses, laboratory values, prescriptions, procedures, and clinical context, but 

data are generated for care rather than surveillance. Missingness, fragmented care, coding incentives, changing 

documentation, incomplete medication use, and uncertain outcome validity can produce systematic error even 

when datasets are large [14]. 

Clinical narratives contain symptoms, temporal relationships, treatment changes, and clinician reasoning that may 

not appear in structured fields. Reviews of adverse-event extraction show heterogeneous annotation schemes, 

vocabularies, corpora, outcomes, and performance measures, limiting direct comparison and pooled interpretation 

[15]. 

Natural-language processing and machine learning may improve identification of candidate events in electronic 

records, but performance can depend on local documentation and reference standards. External, temporal, and 

cross-institutional validation remain necessary before transportability or routine surveillance utility can be 

inferred [16]. 

Table 2 organizes the evidence, constructs, relationships, uncertainties, and boundary conditions required for 

review-level findings across principal evidence sources and surveillance approaches in modern 

pharmacovigilance across spontaneous reports, real-world data, machine learning.. 
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Table 2. Review-level findings across principal evidence sources and surveillance approaches in Modern 

Pharmacovigilance across Spontaneous Reports, Real-World Data, Machine Learning. 

Method, platform, 

or evidence 

category 

Representati

ve 

application 

Reported 

strength 

Validation 

context 

Generalization 

concern 

Contradictory 

evidence 

Evidence 

gap 

Review 

interpretation 

Spontaneous 

reports 

Early signal 

generation 

Broad reach 

and sensitivity 

to unusual 

narratives [9] 

Case review 

and later 

corroboration 

Reporting 

behaviour 

varies 

More reports 

may reflect 

publicity rather 

than risk 

Denominato

rs and 

exposure 

data 

Foundational 

for hypotheses, 

not incidence 

Disproportionality 

analysis 

Drug–event 

prioritization 

Scalable 

database 

screening [10] 

Known signals 

or expert 

review 

Thresholds and 

coding differ 

Methods may 

rank signals 

differently 

Transparent 

benchmarki

ng 

Task-specific 

prioritization 

tool 

EHR surveillance 
Longitudinal 

case finding 

Clinical 

context and 

repeated 

observations 

[14] 

Chart review 

or external 

outcome 

definitions 

Institutional 

documentation 

differs 

Richer data 

may introduce 

more 

missingness 

Multisite 

validation 

Useful when 

provenance and 

phenotypes are 

explicit 

Claims analysis 

Population-

based 

association 

assessment 

Defined 

enrollment 

and utilization 

history [13] 

Epidemiologic

al comparator 

designs 

Limited clinical 

detail and 

coding error 

Administrative 

efficiency may 

reduce 

phenotype 

specificity 

Outcome 

confirmatio

n 

Supports 

evaluation, not 

automatic 

causality 

Clinical-note NLP 

Extraction of 

adverse-

event 

information 

Access to 

unstructured 

narratives [15] 

Annotated 

clinical 

corpora 

Labels and 

language vary 

by site 

High internal 

performance 

may not 

transport 

Prospective 

workflow 

evaluation 

Promising 

extraction 

support 

EHR-based ML 

Candidate-

event 

classification 

Flexible 

modelling of 

complex 

features [16] 

Internal or 

external test 

data 

Dataset shift 

and label 

leakage 

Performance 

varies across 

institutions 

Temporal 

and external 

validation 

Readiness 

remains 

context-

dependent 

 

Figure 1 presents the original conceptual synthesis for umbrella evidence map of modern pharmacovigilance data 

sources, showing how the article’s principal components, evidence relationships, uncertainties, and decision 

boundaries are connected. 

 

 

Figure 1. Umbrella Evidence Map of Modern Pharmacovigilance Data Sources 
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The figure is an original conceptual synthesis developed for “Modern Pharmacovigilance across Spontaneous 

Reports, Real-World Data, Machine Learning, and Active Surveillance: An Umbrella Review of Contemporary 

Evidence.” Arrows and grouping indicate proposed or evidence-supported relationships rather than measured 

effect sizes. The figure does not represent a validated predictive model, clinical recommendation, regulatory 

determination, or deployment-ready system. 

Machine-learning and natural-language-processing approaches 

Machine learning has been applied to adverse-event classification, relation extraction, duplicate detection, case 

prioritization, and signal ranking. These applications may support human review by organizing complex data, but 

their validity depends on representative labels, appropriate comparators, leakage control, and alignment between 

the modelling task and the pharmacovigilance question [17]. 

Knowledge-engineering approaches provide ontologies, semantic mappings, rule-based reasoning, and linked 

representations that can connect drugs, events, mechanisms, populations, and evidence sources. Review-level 

mapping indicates considerable methodological diversity, however, and semantic interoperability does not itself 

establish the clinical validity of an inferred relationship [18]. 

Contemporary artificial-intelligence applications span intake, coding, triage, literature screening, signal 

management, and report processing. Operational adoption is uneven, and evidence is concentrated in selected 

workflow components rather than prospectively validated end-to-end systems. Efficiency claims therefore require 

separate evaluation from accuracy, safety, and decision consequences [19]. 

Knowledge graphs may support evidence integration, provenance tracking, and relationship exploration. Their 

pharmacovigilance maturity remains constrained by incomplete data, uncertain edge semantics, heterogeneous 

ontologies, limited shared benchmarks, and sparse external comparisons. A graph-generated association remains 

a hypothesis until corroborated through appropriate evidence and causal assessment [20]. 

Registries, distributed networks, and active surveillance 

Intensive monitoring studies actively collect treatment and outcome information from defined populations. They 

may improve follow-up and temporal characterization compared with passive reporting, but review evidence 

shows substantial variation in recruitment, outcome ascertainment, duration, comparator use, and analytical 

purpose [21]. 

Active surveillance strategies used for antiviral agents include cohorts, sentinel systems, targeted monitoring, 

database analyses, and structured clinical follow-up. Their differing populations and ascertainment intensities 

limit simple comparison and prevent the evidence from supporting one universally preferred strategy [22]. 

Pregnancy pharmacovigilance illustrates the dependence of surveillance maturity on infrastructure. Reviews from 

low- and middle-income settings identify fragmented exposure data, incomplete outcome ascertainment, 

inconsistent definitions, loss to follow-up, and restricted linkage across maternal and infant records [23]. 

Registries can provide disease-specific longitudinal information, but registry existence does not guarantee 

pharmacovigilance readiness. Adverse-event variables, medicine exposure, seriousness, causality, follow-up, and 

reporting pathways may be absent or inconsistently standardized, limiting secondary safety use [24]. 

Table 3 organizes the evidence, constructs, relationships, uncertainties, and boundary conditions required for 

convergence, contradictions, certainty, and transferability across review-level findings. 

Table 3. Convergence, contradictions, certainty, and transferability across review-level findings. 

Cross-study 

pattern or 

configuration 

Context or 

boundary 

condition 

Mechanism 

or 

explanatory 

factor 

Observed or 

reported 

outcome 

Rival 

explanation 

Certainty or 

rigour concern 
Implication 

Research 

priority 

Spontaneous 

reports remain 

central 

Early 

detection of 

unusual 

events 

Broad, low-

barrier 

reporting 

Rich signal 

hypotheses [9] 

Stimulated 

reporting 

Missing 

denominators 

Preserve as 

hypothesis 

source 

Improve 

reporting 

quality and 

linkage 

EHRs add 

longitudinal 

context 

Complete 

local care 

capture 

Structured and 

narrative 

records 

More contextual 

case 

identification 

[14] 

Documentation 

intensity 

Outcome 

misclassification 

Use validated 

phenotypes 

Multisite 

replication 
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Active 

monitoring 

improves 

structure 

Defined 

population 

and follow-

up 

Planned 

ascertainment 

Better temporal 

characterization 

[21] 

More intensive 

observation 

Design 

heterogeneity 

Interpret by 

protocol 

Common 

outcome 

definitions 

Strategy 

performance 

varies 

Different 

medicines 

and settings 

Task-specific 

data 

generation 

No universally 

superior method 

[22] 

Incomparable 

objectives 

Limited head-to-

head evidence 

Avoid 

universal 

rankings 

Prospective 

comparative 

evaluation 

Pregnancy 

evidence is 

fragmented 

Resource-

constrained 

systems 

Weak linkage 

and follow-up 

Uncertain 

exposure–

outcome capture 

[23] 

Selection and 

referral patterns 

Limited 

transferability 

Strengthen 

infrastructure 

Maternal–

infant linkage 

Registry 

readiness is 

uneven 

Registries 

built for non-

safety 

purposes 

Missing PV 

variables 

Restricted 

secondary safety 

use [24] 

Local 

governance 

differences 

Survey-based 

evidence 

Assess fitness 

before use 

Minimum PV 

data 

standards 

Comparative performance and implementation evidence 

Social-media surveillance may capture patient language, emerging concerns, and experiences that do not enter 

conventional systems. Reviews nevertheless report uncertain representativeness, ambiguous exposure, duplicate 

content, unverifiable clinical details, and limited evidence that social media can function as a standalone 

pharmacovigilance source [25]. 

Evaluation against consequential safety actions remains sparse. Studies differ in platforms, sampling, event 

definitions, time windows, and reference standards, and few demonstrate consistent anticipation of major 

warnings, labelling changes, or withdrawals. Negative findings may reflect both methodological weakness and 

the rarity of suitable validation events [26]. 

Interventions directed at professionals and patients can increase spontaneous adverse-reaction reporting, 

particularly through education, reminders, feedback, or simplified reporting routes. However, increased report 

volume does not necessarily improve report quality, signal specificity, sustainability, causal assessment, or patient 

outcomes [27]. 

Industry use of artificial intelligence indicates operational interest in automation, triage, coding, and signal 

workflows. Such adoption is implementation activity rather than proof of comparative effectiveness. Evaluation 

should include human oversight, error consequences, explainability, workflow integration, maintenance, and 

whether the technology improves safety decisions rather than only processing speed [28]. 

Evidence certainty, contradictions, and gaps 

Across reviews, spontaneous reporting remains a foundational source of early safety information, but its 

limitations are consistent: underreporting, selective reporting, missing exposure denominators, variable 

completeness, duplicates, and susceptibility to publicity. These weaknesses constrain quantification without 

eliminating the source’s value for hypothesis generation [29]. 

Transferability is especially uncertain where pharmacovigilance infrastructure, workforce, reporting culture, data 

systems, and regulatory capacity differ. Evidence from low- and middle-income settings shows that methods 

developed in data-rich environments may not operate similarly where medicine-use data, clinical records, and 

follow-up systems are fragmented [30]. 

Broader patient-safety reviews of artificial intelligence report substantial activity in prediction and detection but 

less evidence of prospective implementation, sustained performance, or patient-level impact. This imbalance 

means technical feasibility is better established than clinical consequence [31]. 

Pharmacovigilance-specific reviews similarly identify limited external validation, inconsistent benchmarks, 

explainability concerns, heterogeneous outcome definitions, and sparse evaluation in routine workflows. Apparent 

contradictions often arise because studies address different tasks, datasets, comparators, or validation targets 

rather than because one approach is universally effective or ineffective [32]. 

Table 4 organizes the evidence, constructs, relationships, uncertainties, and boundary conditions required for 

evidence gaps, implementation limitations, and priorities for integrated practice and research. 
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Table 4. Evidence gaps, implementation limitations, and priorities for integrated practice and research. 

Evidence-

maturity 

domain 

Current evidence 

position 

Methodological 

weakness 

Translation 

barrier 

Needed 

validation 

Reporting 

priority 

Decision 

implication 

No-

overclaiming 

boundary 

Spontaneous-

report 

transparency 

Widely used but 

inconsistently 

documented [11] 

Variable 

analytical 

reporting 

Poor 

reproducibility 

Independent 

replication 

Database, 

coding, 

deduplicatio

n, thresholds 

Treat 

outputs as 

signals 

No incidence 

or causality 

claim 

EHR and 

claims 

surveillance 

Longitudinal 

evidence available 

[13] 

Confounding and 

phenotype error 

Site-specific 

data structures 

Multidatabas

e validation 

Provenance 

and design 

choices 

Support 

signal 

evaluation 

Association 

remains 

conditional 

Clinical NLP 
Strong extraction 

potential [15] 

Heterogeneous 

corpora and 

labels 

Limited 

transportability 

Cross-site 

and temporal 

testing 

Reference-

standard 

construction 

Assist case 

identificatio

n 

Internal 

accuracy is 

insufficient 

Pharmacovigila

nce AI 

Growing task-

level evidence 

[19] 

Inconsistent 

benchmarks 

Workflow and 

governance 

uncertainty 

Prospective 

human–AI 

evaluation 

Errors, 

overrides, 

maintenance 

Use for 

bounded 

support 

No 

autonomous 

readiness 

claim 

Knowledge 

graphs 

Emerging 

integration 

capability [20] 

Uncertain 

semantics and 

completeness 

Interoperability 

External 

comparator 

studies 

Provenance 

and edge 

meaning 

Support 

hypothesis 

organization 

Graph links 

are not causal 

proof 

Registry and 

active 

monitoring 

Structured 

collection is 

feasible [23] 

Inconsistent 

variables and 

follow-up 

Resource and 

linkage 

constraints 

Fit-for-

purpose 

validation 

Exposure, 

outcome, and 

loss to 

follow-up 

Context-

specific use 

No assumption 

of complete 

ascertainment 

Social media 

Adjunctive 

information 

source [26] 

Weak reference 

standards 

Representative

ness and 

verification 

Event-based 

external 

validation 

Sampling 

and duplicate 

handling 

Supplement 

established 

systems 

No standalone 

replacement 

claim 

Reporting 

interventions 

Reporting may 

increase [27] 

Heterogeneous 

intervention 

studies 

Sustainability 

Longer-term 

outcome 

evaluation 

Report 

quality and 

downstream 

action 

Improve 

participatio

n cautiously 

Volume is not 

patient benefit 

Limitations of the umbrella review 

Methodological-quality judgments depend partly on the appraisal framework used. AMSTAR 2 and ROBIS 

address related but nonidentical domains, and differences in scope or interpretation can produce differing 

judgments. Appraisal findings should therefore be reported transparently rather than treated as immutable 

classifications [33]. 

AMSTAR 2 has demonstrated validity but only moderate reliability under some conditions. This supports explicit 

decision rules, independent assessment, and resolution of disagreements. It also cautions against interpreting small 

differences in appraisal as precise measures of review credibility [34]. 

Overview methods are frequently underreported when reviews overlap, disagree, or contain problematic evidence. 

Incomplete primary-study membership and inconsistent review scope limited the extent to which dependence 

could be quantified, so overlap was interpreted qualitatively whenever reliable calculation was not possible [35]. 

The evidence domains were heterogeneous in review question, population, product, data source, comparator, and 

outcome. Review publication also lags primary research, particularly for rapidly changing computational 

approaches. The synthesis may therefore underrepresent very recent technical developments while appropriately 

avoiding selective incorporation of unsynthesized primary studies. 

Priorities for integrated pharmacovigilance 

Distributed pharmacoepidemiology networks can support reproducible analysis across institutions while data 

remain locally governed. Their value depends on common protocols, harmonized definitions, transparent analytic 

execution, quality checks, and interpretation of site-level heterogeneity rather than simple aggregation [36]. 

Patient registries could contribute more effectively to medicines evaluation when exposure, outcomes, timing, 

confounders, follow-up, and governance are fit for the intended safety question. Interoperability and common data 

elements are priorities, but registry suitability must be demonstrated rather than assumed [37]. 
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Machine-learning surveillance requires maintenance after initial validation. Changes in populations, clinical 

practice, coding, documentation, technology, or outcome prevalence can alter input distributions and model 

performance. Monitoring for data drift, recalibration needs, and emerging subgroup errors should therefore 

accompany any prospective use [38]. 

An integrated approach should preserve provenance while combining complementary evidence. Spontaneous 

reports can initiate hypotheses; electronic healthcare data can support contextual and comparative evaluation; 

NLP can recover narrative evidence; knowledge structures can organize relationships; and active systems can 

improve targeted ascertainment. This proposed synthesis does not remove the need for external validation, causal 

assessment, human review, governance, or decision-specific evaluation [20]. 

 

CONCLUSION  

 

Modern pharmacovigilance is best understood as a complementary evidence system rather than a competition 

among isolated data sources or technologies. Spontaneous reports remain valuable for early hypothesis generation; 

real-world healthcare data add longitudinal and comparative context; computational methods can support 

extraction, prioritization, and integration; and registries, distributed networks, and active surveillance can 

strengthen structured ascertainment. Their evidentiary maturity is nevertheless task-specific. Agreement among 

reviews does not necessarily represent independent confirmation, analytical performance does not establish 

pharmaceutical utility, and implementation activity does not demonstrate patient benefit. An integrated future 

therefore requires transparent provenance, explicit management of overlap, common validation standards, 

attention to subgroup and setting-specific harms, prospective workflow evaluation, and continuing monitoring 

after implementation. The present synthesis defines these relationships and boundaries but does not constitute a 

validated surveillance architecture, clinical recommendation, regulatory determination, or deployment-ready 

system. 
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